
PRIVACY STATEMENT – IRELAND and the UK 
CLOSED AND DIVESTED PRODUCTS AND SERVICES: 
 
Prepaid Cards, Simple Payment Service, Hedge Fund Services, 
Private Equity Fund Services, Open Wealth Business and 
associated financial services and products 

 
This Privacy Statement explains how Citi stores and processes, for limited purposes, personal 

information of former customers in relation to the following closed or divested products or 

services of Citibank International Limited (‘CIL’) and/or Citibank Europe plc (‘CEP’), (successor to 

CIL). 

a. Prepaid Cards offered to corporate clients,  

b. Simple Payment Service (‘SPS’) operated for the UK Government’s Department for Work 

and Pensions (‘DWP’),  

c. Citi Hedge Fund Services  

d. Private Equity Fund Services  

This statement also describes how we retain and process data from certain persons associated 

with holder of those products or services, such as beneficiaries, family members, signatories and 

authorised individuals.  

If you were a customer of a closed or divested product or service, but are currently a Citi customer 

in another account or relationship, this Privacy Statement will not apply to active accounts, 

products or relationships and you should refer to the Privacy Statement applicable to your active 

products. 

This Privacy Statement contains information on how we process your data and about exercising 

your data protection rights.  

This Privacy Statement does not change how we store, safeguard and manage your data and does 

not change any prior communications or any surviving provisions in the general terms and 

conditions of your product agreement, other than in respect to compliance with new privacy laws 

and regulations. 

This Privacy Statement takes effect on 25 May 2018. 
  



 

1.   When does this Privacy Statement apply to you? 

1.1 It applies if: 

you were a cardholder of prepaid or payment service cards, or a customer, or person 

associated with any such products or services, issued at the time by the entities listed 

below; 

  

Data Controller  Country 

Citibank International plc  UK 

Citibank Europe plc  Ireland 

Citibank Europe plc (UK Branch) UK 

Citibank N.A (London Branch) UK 

* Citibank Europe plc is successor in title to Citibank International Limited 

2.   How can you contact Citi? 

2.1 The data controllers on this Privacy Statement appear in the table in section 1 and can be 

reached on this link https://www.citigroup.com/citi/about/countries-and-jurisdictions/  

Citi entities may have continued performing corporate and investment banking operations but no 

longer have direct business relationships with individual clients. However, you, or the bank or 

financial institution to where your accounts or products were transferred, may request any 

information we collected and processed while you were a Citi customer.  

2.2 If you have any questions or requests in relation to your personal information, you may also 

write to the EMEA Chief Privacy Officer as follows: 

Data Protection Officer (Chief Data Privacy Officer - EMEA) 

33 Canada Square 

London  

E14 5LB  

United Kingdom 

 

 

3.   Why does Citi process your personal information? 

Citi may process your personal information for the reasons set out below.  

(a) Where the 

processing is necessary 

for us to perform a 

contract with you or for 

requested pre-contract 

steps 

i. To provide for execution, closure or winding-down of ‘in-

flight’ transactions (that is, transactions that originated while 

you were still a Citi cardholder or customer and have 

continued to date) such as repayment over time. This 

includes processing of instructions and generation of 

confirmations, advices and statements and the carrying out 

of instructions. 

ii. To allow a continuing third party to whom your account or 

product was transferred to access your personal and 

transactional data records, and 



iii. in compliance with instructions that we may receive from you 

through those third parties. 

(b) Where we are 

required by EU and 

country law 

i. To disclose information to governmental entities or 

regulatory authorities, or relating to an ‘in flight’ transaction 

intermediaries and counterparties, courts or other parties. 

ii. To conduct compliance activities such as audit and 

reporting, assessing and managing risk, maintenance of 

accounting and tax records in accordance with applicable 

regulations or from instructions from financial and prudential 

regulators, the prevention and prosecution of fraud, anti-

money laundering (AML) and other forms of crime, debt 

recovery, prevention and measures relating to sanctions, 

anti-terrorism laws and regulations. This includes know your 

customer screening (which involves identity checks and 

verifying address and contact details); screening of politically 

exposed persons (which involves screening client records 

against internal and external databases to establish 

connections to politically exposed persons or ‘PEPs’); 

sanctions screening (which involves the screening of clients 

details against published sanctions lists); and with any 

Citigroup trustee to maintain a trust. We may verify 

information from you and/or your spouse or partner. 

iii. For compliance with duties under any Tax Act and 

applicable laws, including under the Foreign Account Tax 

Compliance Act and the Common Reporting Standard. 

iv.  To retain record telephone conversations and electronic 

communications with you, that resulted in transactions and 

to keep samples of your signature likeness and handwriting. 

v.  To process any customer complaints.  

(c) Where necessary for 

our or a third party’s 

legitimate interests (as 

listed here) 

i. To comply with fiduciary obligations with the bank or 

financial institution that is the continuing party of any 

transferred business to whom Citi owes a duty to account. 

ii. To monitor and analyse former and current use of Citi 

services, for risk assessment and control, for statistical and 

trend analysis, for compliance with IT policies and system 

administration, operation, testing and support, and to 

operate information storage systems. 

iii. To help detect, investigate, and prosecute fraud and other 

criminal activity, and share this data with Citigroup legal, 

compliance, risk and managerial staff to assess suspicious 

activities. 

iv.  To manage our information technology and to ensure the 

security of our and third party storage systems. 



v.  To disclose information to and comply with instructions of 

relevant governmental, tax or regulatory bodies, financial 

markets, brokers or other intermediaries, counterparty, court, 

auditors or other third parties and to conduct compliance 

activities, in our, or someone else's interests, in connection 

with any transaction or instruction anywhere in the world 

(and specifically outside the territories in 1.1) and to make 

such disclosures (even to the detriment of the client or its 

beneficiaries) to prudential regulators in respect of US 

persons, including under the Foreign Account Tax 

Compliance Act and the Common Reporting Standard. 

vi.  To make applications for protective orders or directions to 

courts supervising Citi as Trustee or to establish, exercise or 

defend legal claims and in order to protect and enforce Citi’s 

rights, property, or safety, or to assist our clients or others to 

do this. 

vii.  To investigate and respond to any complaints about us or 

our business or any incidents relating to us or our business 

and to help maintain service quality and train staff, to deal 

with complaints and disputes. 

(d) Where you consent 

to the processing of 

personal data 

Under your instructions to CEP (where it there is a valid reason to 

do so where Citi has acknowledged and validated your instructions  

 

You can withdraw or revoke consents in this section (d) at any time. 

However, if we need your consent to process to carry out an activity, 

we will not be able to perform that activity or provide services and 

will we will cease using your data for this purpose, but may continue 

to process your data for purposes where we have other lawful 

grounds to do so, such as where we are legally required to keep 

records of transactions. Withdrawing or revoking your consent will 

not affect any processing of your information which has already 

taken place by that date. 

 
4.   Where does Citi obtain information about you? 

We safeguard and store information that you provided us directly and information we learnt about 

you from our communications and dealings with you. We may have also obtained information about 

you from others, as set out below. 

(a) Our 

clients 

The individual, corporate or institutional client you are associated with (if relevant). Our 

clients may be based in the EU or outside the EU. We obtain your name, company, title 

and job description and contact details such as email address and telephone number or 

business address. 



(b) 

Public 

sources 

Sources both inside and outside the EU, such as credit reference agencies, fraud 

prevention agencies and outlets, professional background checking entities, 

international sanctions lists, any publically available databases or data sources. The 

information we obtain from credit reference agencies will include public information 

such as county court judgments and information from the electoral register. Data we 

may obtain may be shared with Citi Companies and include your name, gender 

(including any former gender), company, title and job description and contact details 

such as email address and telephone number or business address, details about your 

personal or business interests or activities. 

(c) 

Other 

sources 

Any research agencies that may have carried out research on our behalf both inside and 

outside the EU.  

 

5.   To whom does Citi disclose your personal information? 

We disclose your personal information to others as follows: 

a. to the bank or financial institution that continued or acquired a divested operation or to 

any in-country Citigroup affiliate for the purpose of winding down our business; 

b. if false or inaccurate information is provided, or in case of a criminal or money 

laundering investigation, to cooperate with authorities and process and disclose 

personal data to any government, judicial body, or regulatory body of which your 

Citigroup entity is a member or is subject to that body’s jurisdiction or rules; 

c. we will also disclose your information: 

a. Without divulging or giving access to your banking or transaction details: to our 

sub-contractors and persons acting as our agents who have agreed to keep to 

manage the storage of your information under strict confidentiality 

undertakings; 

b. to any bank, financial institution or company to whom we may assign or transfer 

our rights and/or duties under our Agreement; and 

c. if we are required or permitted to do so by Applicable Law, including to 

Authorities; 

d. in case of substantial business risks and as permitted by applicable law, Citi and 

Citigroup may process and exchange personal data with the responsible Citigroup chief 

trust officer, senior risk officer, compliance officer, legal officer, tax officer, anti-money 

laundering officer, fraud officer, audit officer, data protection officer, control officer, Citi 

leadership team, and Citi managers; 

e. at the request of any counterparty bank, payment infrastructure provider, custodian, 

sub-custodian, fund houses, fund administrators or issuers of securities in relation to 

any payment for repayment of a loan or investment; 

f. with management and counsel as required in order to establish, exercise or defend or 

to protect legal claims, including in relation to our contracts with our clients and in order 



to protect the rights, property, or safety of us, our business, any Citi enti ties, our clients 

or others including to legal, tax or other professional advisors, government and law 

enforcement authorities and with other parties involved in, or contemplating, legal 

proceedings; 

g. to any competent regulatory, prosecuting, tax or governmental authorities, courts or 

other tribunals in any jurisdiction: (i) for or in connection with an examination of us by 

bank or other examiners; (ii) pursuant to subpoena or other legal process; (iii) at the 

express direction of any other authorised government agency; (iv) to our internal or 

external attorneys or auditors; (v) to others to whom we are required to make such 

disclosure by applicable law; and 

 

6.   Where does Citi store your personal information? 

We store your personal and financial data within our IT network, or where as and when 

authorised by local regulators, within secured IT virtual server or private cloud networks and 

deep archive solutions, operated by Citi’s technology infrastructure management team (electronic 

files) and Iron Mountain (paper files) within the European Union. Please note that only us, the 

bank or financial institution that acquired a divested retail banking operation and our and their 

financial and prudential regulators have a legal right to audit your personal data. 
 

7.   For how long does Citi store your personal information? 

Personal data processed in connection with an account or a banking or financial product or service 

will have been stored during the term in which that account or product (and any transaction under 

it) remained open, followed by a prudential retention period. The length of this retention period is 

determined by the statute of limitations in the country where you opened your account or product, 

or under the law governing your contract or transaction. In most cases, account information will be 

deleted after 10 years after the divestiture or closure of the business by Citi (with variations: 7 

years for most accounts in Ireland and the United Kingdom). Any individual transaction data under 

it will be deleted 5 to 7 years after completion, unless a legal hold applies (e.g. where mandated 

by a court order or regulatory investigation, or a prospective litigation).  

Telephone recordings or electronic communications that resulted (or may have resulted) in a 

transaction will be made available for a short period from the date of that communication for the 

duration of their legal retention period in your country. 

 

8.   What automated decision taking does Citi carry out? 

There is no automated decision-making or profiling undertaken in connection with closed 

operations 

 

9.   What are your rights in relation to personal information? 

9.1 You can ask us to provide a copy of personal information held by us. As this Privacy Statement 

relates to closed products and services, Citi will not be able to delete personal data until the end 

of the data retention period applicable to your product or service. Where required by law, Citi will 

make a proportionate effort to amend old errors and mistakes, balanced against the that your data 

is ‘vaulted’ on an archive for safekeeping. 



9.3 If you wish to exercise these rights or if you have any queries about your personal information,  

please contact the Data Protection Officer using the contact details in Section 2 above. If you have 

unresolved concerns you have the right to complain to the relevant data protection authorities. You 

can bring the complaint in the Member State where you reside, where you work or where the 

alleged infringement of data protection law occurred. 

 

10.   Cookies and Online Identifiers 

For information on Cookies and Online Identifiers please refer to the security and privacy section 

on our websites. Please note that some Citi websites are global and not directed to individuals in 

the EU/EEA, and may be governed by different laws from those in the country or region you live 

in. 

 

11.   Changes to this Privacy Statement 

If we modify this Privacy Statement at any time we will place the modified versions on this website. 

We encourage you to regularly review this Privacy Statement to ensure that you are always aware 

of what personal information we collect and how we use, store and disclose.  

 

 
 


