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• Access card/ID badges are used so that we can maintain the safest possible work place for you. 

• The badge is issued to you and you are responsible for it. 

• Never loan your badge to another person – the system that controls badge access records each time 

it is used, where it is used and who used it – if someone else uses your card the system won’t know it 

wasn’t you. 

• Based on your responsibilities, your badge will unlock only the doors you are permissioned to enter. 

• This system provides building management with a list of who is in the building in case of an 

emergency. 

• Your badge must be visible at all times when on Citi premises. 

• If you lose your badge for any reason, report it to security or your manager immediately so its access 

rights may be turned off. 

• You must use your badge on each controlled door you go through whether someone else is holding 

the door open for you or not (the practice of letting someone follow you through a secured door 

without using their own access card – called piggybacking – is strongly discouraged). 

 

Access Cards – Identification Badges 

 

• A bomb threat constitutes a substantial risk to Citi’s personnel, assets and facilities. Since most bomb 

threats come in over the telephone, you should be familiar with the bomb threat checklist.  

• If you receive a threat at your workstation, keep the caller on the line for as long as possible while 

asking another employee to immediately notify management and CSIS.   

• Begin completing the bomb threat checklist while still on the phone with the caller.   

• Remain calm and attempt to identify details such as background noise, sex of the caller, any 

identifiable accent and any other identifiers such as voice characteristics, slang or other words used. 

The bomb threat checklist includes a good cross section of what to look for. 

• Realize that most bomb threats are hoaxes, but CSIS policy is to treat all threats as real until the 

threat can be checked out. 

• Do not evacuate your area until management has had a chance to review the evidence. Citi’s first 

concern is for your safety and if there is an actual threat we will act on the side of caution. 

 

 

 

Bomb Threats 

 

• All Citi locations are equipped with fire safety equipment, and hold regular drills for employees so that 

they know what to do in case of fire.  

• Learn the fire safety procedures in your building – procedures may differ slightly at different locations. 

• Know where your emergency exits are located. 

• Your business will hold regular fire drills where procedures are detailed for you.  If you have not had a 

fire drill at your location, you should ask your manager or building management when one will be 

scheduled.  

• Do not try to gather your belongings.  Once you are told to exit the building, you should do so 

immediately. 

• Before opening a door, put your hand to it; if it is hot you should find another exit.  

• Do not run, push or yell at others. One unruly or disruptive person could panic others. 

• If you are in a building with more than one floor use the stairs and not the elevator. 

 

 

 

Fire Safety 

 

• If a situation occurs around your work location that is deemed a threat to your safety by CSIS or the 

local authorities, you may be asked to evacuate your building for your own safety. 

• Know who your fire and floor wardens are and where they are located. 

• Know the location of all of the emergency exits on your floor. 

• Find out the location of your group’s assembly area – your manager will want to ensure you are safe 

by taking a department head count following an evacuation. 

• If there is an emergency situation, such as a fire or power outage, take the stairs, not the elevator. 

• Only evacuate your location if notified to do so by your manager or by an announcement from 

building management or security. 

• Do not take time to gather your belongings. If you are asked to evacuate you should do so 

immediately. 

• Do not reenter your building until you are told it is safe to do so by emergency personnel, CSIS, 

security or building management  

 

Emergency Evacuation Tips  

 

• Keep calm and take cover under a desk or table; if none are available, lean against an interior wall. 

• Do not be alarmed if the electricity is cut off or if the building’s alarm system is activated. 

• Do not rush for the exit. Stay where you are until the tremor ends or until you are told to evacuate the 

building.  

• Do not touch damaged or exposed electrical wiring and immediately report any gas leaks. 

• After the situation stabilizes, check for structural defects in your work area. Inform CSIS, Citi Realty 

Services or building management of any problems you locate. 

Earthquakes/Tremors 

 

• If you become trapped in an elevator: 

› Remain calm. Someone will come to help you. 

› Use the emergency contact phone to let building management know you need help and stay on 

the phone for updates. 

› If you have a signal and if it is necessary, use your mobile phone to dial an emergency number. 

 

 

Elevators 

http://www.citigroup.net/csis/forms.htm


Citi Security & Investigative Services  
CSIS Citi Employee - Security & Safety Tips 

 

• If a suspicious package or letter is delivered to your workplace, or if you see one left unattended at a 

Citi location you should ensure you follow the proper precautions. 

• Do not handle or open the package. 

• Report the item to your local security office or building management. 

• If the package contains an unknown powder or liquid, you should not allow anyone to leave the area 

until it is determined whether or not the area will need to be quarantined. 

• Ensure that individual(s) who may have handled the letter or parcel receive proper medical attention. 

• Leave the package where it was discovered and cover with a clear plastic bag to prevent the spread 

of the suspicious substance.  

• If possible (without leaving the affected area), wash your hands thoroughly with soap and water. 

• While awaiting the arrival of emergency response authorities, reassure all quarantined individuals that 

the possibility of the threat/substance being real is very remote, as most suspicious packages end up 

being harmless. 

 

 

 

 

Suspicious Packages  
 

• The best way to stay safe in a hurricane or in the face of strong sustained winds is to understand the 

dangers involved and to be prepared. 

• High winds and driving rain pose a threat to those who are not prepared 

• If a hurricane is predicted by the weather service for your area, your business leaders will meet in 

advance to determine the safest course of action and whether to close the building or invoke your 

continuity plans. 

• Your safety is our highest priority. 

• If the business is to close, it will be done in an organized way. 

• Please take your time when leaving your facility and look out for the safety of your co-workers. 

• You will be instructed to contact your businesses “Emergency Line” for further instructions, such as 

when to return to work. 

• If for any reason the storm hits when you are still in the building, follow the instructions of emergency 

coordinators in your building. 

• Stay away from windows – high winds may shatter the glass. 

• If you need to travel during a storm, try to travel only on main roads and watch for standing water and 

flying debris. Back roads are more subject to flooding so take care and don’t rush.  

 

Hurricanes/Strong Winds 

 

• All personal valuables should be kept with you or secured in a locked compartment. 

• Pocketbooks / Purses should not be left hanging in offices or cubicles unattended. 

• Wallets should not be kept in suit or coat pockets if you are not wearing it or left in the open in your 

workspace.  

• Be aware of who is in your work/office area and who is authorized to be there. Just because people 

are in your area does not necessarily mean they should be!  When in doubt, ask for ID.  

• When you leave at the end of your work day, take a moment to secure your valuables and lock your 

desk drawers or office door.  

• Keep a list of brand names, serial and model numbers of all office equipment in your work area. 

• If you are issued a laptop, ensure it is locked in the docking station when in use.  After hours, it should 

be secured in a locked cabinet or drawer (even if you have a lock on your office door) or taken with 

you if your department permits. 

• Immediately report all thefts and/or suspicious person(s) and/or activities to your manager and on-site 

security/building management. 

Security Tips for the Office  
 

• It is possible you may receive a threatening or obscene phone call or voice mail on your office phone.  

If you receive a call or message of this nature you should: 

• Immediately report it to your manager (your manager will notify CSIS) 

• Notify on-site security (where available) 

• Take note of the following: 

› Date/time and duration of call 

› Exact words used by the caller 

› Any identifiable background noises 

› Did the caller seem to know your identity?   

› If caller ID displays the number, was the call from an internal or external number? 

› Sex of the caller 

› Any identifiable accent 

› Any additional identifiers such as voice characteristics, slang or other words used. 

• If the message is left on your voice mail, do not erase the message until instructed to do so. 

Threatening or Obscene Phone Calls 

 

• In an emergency where hazardous materials may have been released into the atmosphere or if a dangerous situation is taking place outside your building you may be asked to stay inside (shelter-in-place) until the 

situation is resolved. This is a precaution the authorities will use to keep you safe while determining if an actual hazard exists, and does not necessarily mean that you are in any danger. If authorities suspect a 

hazardous material may be in the air, sheltering-in-place involves selecting a small, interior room, with no or few windows, having employees take refuge in it. It does not mean sealing off your entire office building.  

• If you are asked to shelter-in-place, you should immediately proceed to the designated area and wait for instructions from your building management or local authorities. 

Shelter-in-Place Scenarios 


